MASTER WiZR
Subprocessor Management Policy

Purpose and Scope

The purpose of this Subprocessor Management Policy is to ensure the effective
management of subprocessors involved in processing personal data on behalf of our
organization. This policy outlines the importance of managing subprocessors, identifies
the relevant stakeholders, and defines the procedures for maintaining compliance with
data protection regulations and industry best practices.

Roles and Responsibilities

The key stakeholders involved in managing subprocessors include data controllers, data
processors, subprocessors, and data protection officers. Each stakeholder is assigned
specific roles and responsibilities, as outlined below:

e Data Controllers: Responsible for determining the purposes and means of
processing personal data and ensuring compliance with applicable data protection
laws.

e Data Processors: Accountable for processing personal data on behalf of data
controllers and managing the subprocessors engaged in these activities.

e Subprocessors: Tasked with processing personal data on behalf of data
processors, in accordance with the instructions provided by data controllers and
data processors.

e Data Protection Officers: Oversee the organization's data protection activities,
ensuring compliance with data protection laws and advising on subprocessor
management.

Identification and Categorization

To effectively manage subprocessors, a process for identifying and categorizing
them based on factors such as the types of services they provide, their location,
and the data processing activities they perform will be established. This
categorization enables the organization to prioritize risk assessment and due
diligence efforts.

Risk Assessment

A risk assessment process will be implemented to evaluate potential risks associated with
using each subprocessor. This assessment considers factors such as security practices,
compliance with relevant regulations, and past performance. The results of the risk
assessment will inform the organization's decision-making process and subprocessor
selection.

Due Diligence



A due diligence process will be developed to assess the suitability of potential
subprocessors. This process includes evaluating security measures, compliance with
applicable laws and regulations, and any relevant certifications. The due diligence process
helps ensure that selected subprocessors meet the necessary standards for data
protection and privacy.

Contractual Agreements

Subprocessors will be required to enter into appropriate contractual agreements, such as
Data Processing Agreements (DPASs), which define the terms and conditions of their data
processing activities, confidentiality requirements, and other obligations. These
agreements help ensure that subprocessors are legally bound to meet the required data
protection and privacy standards.

Monitoring and Audit

An ongoing monitoring and periodic auditing process will be established to ensure that
subprocessors continue to meet the necessary security, privacy, and compliance
requirements. This process may include regular assessments, reviews of security and
privacy practices, and verification of compliance with applicable regulations and industry
standards.

Incident Management and Breach Notification

Procedures for incident management and breach notification will be defined, including
how to report incidents involving subprocessors and the communication channels for
notifying relevant parties. These procedures ensure that incidents are promptly addressed
and that appropriate measures are taken to mitigate potential risks.

Training and Awareness

Training and awareness programs will be provided for relevant stakeholders to emphasize
the importance of proper subprocessor management and their responsibilities under the
policy. These programs will help ensure that all stakeholders are aware of their roles and
responsibilities in managing subprocessors and mitigating associated risks.

Policy Review and Updates

This policy will be regularly reviewed and updated to ensure it remains effective and
relevant. Factors that may prompt a policy review include changes in subprocessor
relationships, legal requirements, and industry best practices. By incorporating the
elements outlined above, the organization can effectively manage subprocessor
relationships and mitigate the risks associated with sharing data with third parties.

Contact Information:



If you have any questions, concerns, or requests related to the Subprocessor
Management Policy, you can contact MASTER WiZR by:

Email: info@masterwizr.com
Visiting this page on our website:_https:.//masterwizr.com/contact
Phone number: 858-337-9303

We will respond to your inquiry as soon as possible and do our best to address any
concerns you may have.


https://masterwizr.com/contact

